Transformational Algorithms

Table

Values are in bits, unless otherwise stated.

Table 1

-Classification
-Name
-Input
Length
(Block Size)
Internal State (Stream Ciphers)
-Key Length
-Value
Length
Value values equally likely (pseudo-random; collision-free)

-Basic (One-Way) Hash Property

-Error Detection
-Error
Correction
Notes, incl Speed
Patent, Copyright, License, …


GCC (Gao's Chaos Cryptosystem)












TSS













VEIL by TECHSEC












Block Cipher
3-Way
96

96
96







Block Cipher
Blowfish
64

32<=x<=448
64




faster than triple DES


Block Cipher
Camellia

128

128, 192, or 256








Block Cipher
CAST

64

128

64







Block Cipher
DES
64

56

64




About three times faster than 3DES, but slower

than Arcfour and Blowfish.


Block Cipher
DIAMOND











Block Cipher
FEAL











Block Cipher
GOST (Soviet)
64

256
64







Block Cipher
HKM/HFX











Block Cipher
IDEA (International Data Encryption Algorithm)
64

128
64




Faster than 3DES, but slower than Arcfour and Blowfish.
The IDEA algorithm is patented in many countries, and the patent holder disallows commercial use (their definition of commercial use include connections from one corporation to another corporation).

Block Cipher
Khafre











Block Cipher
Khufu











Block Cipher
LUCIFER








Pre-DES


Block Cipher
MARS (AES Finalist)

128

128<=x<=”over 400”





“faster than 3DES”


Block Cipher
RC5

Variable

Variable
Variable







Block Cipher
RC6 (AES Finalist)











Block Cipher
Rijndael
 (AES final choice)
128, 192, or 256

128, 192, or 256








Block Cipher
SAFER K-128
64

128
64







Block Cipher
SAFER
 K-64
64

64
64







Block Cipher
Serpent (AES Finalist)
128

256








Block Cipher
SKIPJACK
64

80
64







Block Cipher
Twofish (AES Finalist)
128

?<=x<=256
128







Block Cipher?
DESX
64

56-112

64







Checksum
Parity Bit
Variable

No Key
1
Yes
No
50% at best
No



Hash Function
crypt(3C)

1-8 characters and a 12-bit salt.

No Key
64
Yes
Yes


Intentionally slow.


Hash Function
GOST Hash
Variable

256
256







Hash Function
HAVAL
 
 
   http://www.pscit.monash.edu.au/~yuliang/src/   
Variable, presumably


64, 128 or 256 bits (your choice)







Hash Function
RIPE-MD-160
Variable, presumably


128







Hash Function
Snefru 8-pass
∞


128 or 256

yes





Hash Function
Tiger

Variable, presumably










Hash Function
Tillich and Zemor


Variable, presumably










Hash Function (MD)
SHA-1
 (Secure Hash Algorithm)
x<2**64

No Key
160

Probably 2**160 operations


80 steps


Key Exchange Algorithm
KEA http://csrc.nist.gov/encryption/skipjack-kea.htm 











MAC
HMAC-MD5
Variable

any; but 512 is ideal
128
Not completely

Yes
No



MAC
HMAC-RIPEMD-128/160
Variable

any; but 512 is ideal



Yes
No



MAC
HMAC-SHA1:
HMAC, using SHA-1
Variable

any; but 512 is ideal
160


Yes
No



MAC
MD5 4-round
∞

No Key
128




64 steps



HMAC http://www.nist.gov/hmac











MAC (A class of MAC algorithms, each based on a hash function)
HMAC (RFC 2104)
Variable

Any, but length of the underlying hash function input is ideal
that of the hash function


Yes
No



Public Key Algorithm
LUC











Public Key Algorithm  CP
Cayley-Purser












Public Key Algorithm DL
Diffie-Hellman











Public Key Algorithm DL
DSA (Digital Signature Algorithm)











Public Key Algorithm DL
El Gamal











Public Key Algorithm DL
Elliptic Curve Class of Algorithms











Public Key Algorithm F
RSA









Patent has expired.

Stream Cipher
SEAL

Larger than 8*256

32







Stream Cipher
WAKE



32







Stream Cipher
Block Cipher

RC4


8
8*256
Variable
8







DL
based on difficulty of computing discrete logarithms

F
Based on the difficulty of factoring

CP
“a property of matrices multiplication that involves multiplying two smaller numbers twice”

Differential work factor:   Several bits of a larger key are encrypted using a US Government Public key so that the work factor for the Government is less.

Product
Key length used (and which unauthorized attacker faces):
Number of these bits which are encrypted with US Government public key:
Key which authorized attacker (US Government) faces:

Lotus Notes 4.0 RC4
64
24
40

Possible New
80
40
40

DES
56
16
40

RFC2104: Mechanisms that provide an integrity check based on a secret key are usually called "message authentication codes" (MACs).
A model which determines adequate key sizes for all popular cryptosystems:


http://www.cryptosavvy.com/index.html 

http://www.cryptosavvy.com/table.htm 

Schneier on AES

Cryptopane/Schneier April 15, 2000:

AES News

The Advanced Encryption Standard (AES) is the forthcoming encryption  standard that will replace the aging DES.  In 1996, the National Institute  of Standards and Technology (NIST) initiated this program.  In 1997, they  sent out a call for algorithms.  Fifteen candidates were accepted in 1998,  whittled down to five in 1999.  This past week was the Third AES Candidate  Conference in New York.  Attendees presented 23 papers (in addition to the  7 AES-related papers presented at Fast Software Encryption earlier in the  week) and 12 informal talks (more papers are on the AES website), as NIST  prepares to make a final decision later this year.

Several of the algorithms took a beating cryptographically.  RC6 was  wounded most seriously: two groups were able to break 15 out of 20 rounds  faster than brute force.  Rijndael fared somewhat better: 7 rounds broken  out of 10/12/14 rounds.  Several attacks were presented against MARS, the  most interesting breaking 11 of 16 rounds of the cryptographic  core.  Serpent and Twofish did best: the most severe Serpent attack broke 9  of 32 rounds, and no new Twofish attacks were presented.  (Lars Knudsen  presented an attack at the FSE rump session, which he retracted as  unworkable two days later.  Our team also showed that an attack on  reduced-round Twofish we presented earlier did not actually work.)

It's important to look at these results in context.  None of these attacks  against reduced-round variants of the algorithms are realistic, in that  they could be used to recover plaintext in any reasonable amount of  time.  They are all "academic" attacks, since they all show design  weaknesses of the ciphers.  If you were using these algorithms to keep  secrets, none of these attacks would cause you to lose sleep at night.  If  you're trying to select one of five algorithms as a standard, all of these  attacks are very interesting.

As the NSA saying goes: "Attacks always get better; they never get  worse."  When choosing between different algorithms, it's smarter to pick  the one that has the fewest and least severe attacks.  (This assumes, of  course, that all other considerations are equal.)  The worry isn't that  someone else discovers another unrealistic attack against one of the  ciphers, but that someone turns one of those unrealistic attacks into a  realistic one.  It's smart to give yourself as large a security margin as  possible.

Many papers discussed performance of the various algorithms.  If there's  anything I learned, it's that you can define "performance" in all sorts of  ways to prove all sorts of things.  This is what the trends were:

      In software, Rijndael and Twofish are fastest.  RC6 and MARS are also  fast, on the few platforms that have fast multiplies and data-dependent  rotates.  They're slow on smart cards, ARM chips, and the new Intel chips  (Itanium and beyond).  They're fast on Pentium Pro, Pentium II, and Pentium  III.  Serpent is very slow everywere.

      In hardware, Rijndael and Serpent are fastest.  Twofish is good.  RC6  is poor, and MARS is terrible.

The only two algorithms that had such implementation problems that I would  categorically eliminate them were Mars and RC6.  MARS is so bad in hardware  that it would be a disaster for Internet applications, and RC6 is  close.  And both algorithms just don't fit on small smart cards.  (The RC6  team made a comment about being suitable for cheap--$5--smart cards.  I am  talking about $0.25 smart cards.)

I would increase the number of rounds in Rijndael to give it a safety  margin similar to the others.  Either Serpent, Twofish, and 18-round  Rijndael would make a good standard, but I think that Twofish gives the  best security to performance trade-off of the three, and has the most  implementation flexibility.  So I support Twofish for AES.

The deadline for comments is May 15.  I urge you to comment.  As many of  the papers and comments indicate, this decision is more about suitability  than security.  NIST needs to know what is important to you: efficiency on  cheap 8-bit smart cards, key agility in hardware, bulk encryption speed,  gate count in hardware, etc.  If you like the idea of multiple algorithms,  tell them.  If you don't, tell them.  Once NIST chooses an AES we're all  going to be stuck with it; customers will demand that products be "AES  compatible."  Now's your chance to influence how onerous that demand will be.

NIST AES website:

<http://www.nist.gov/aes>

For the record, I am one of the creators of Twofish:

<http://www.counterpane.com/twofish.html>

** ***

.
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Target Collision Resistant Hash Functions

From:

INTERNET-DRAFT                                               P. Rohatgi

draft-irtf-smug-hybrid-src-auth-00.txt                              IBM

Expires Dec 25 1999                                        June 25 1999

.

.

In Bellare et al [1], it was argued that for the purposes of a signature, a weaker condition on the hash function called  "Target Collision Resistance" or TCR would suffice (such functions were earlier known as Universal One-Way Hash Functions [7]). In this scenario, instead of requiring a single collision resistant hash function, a family of keyed hash functions with weaker properties could be used. The key specifies a hash function from the family. The signer of a message (the message may even be chosen by an adversary), chooses a hash function at random from the family (by picking a random key) and then computes the hash value and signs both the hash value and the key. The property of the family of hash functions, i.e., Target Collision Resistance, is that even when an adversary chooses a message  m_1, when the signer picks a hash function at random, with overwhelming  probability (based on the random choice of key) it is computationally difficult for the adversary to come up with another message m_2 such that m_1 and m_2 collide on the hash function chosen by the signer. Thus, target collision resistant hash function families may be much easier to design and have smaller output than collision resistant hash function since many attacks on collision resistant hash functions such as birthday attacks are not applicable. 

[1] M. Bellare, P. Rogaway. "The exact security of digital signatures:  How to sign with RSA and Rabin". Advances in Cryptology - EUROCRYPT '96, Lecture Notes in Computer Science 1070, Springer-Verlag, 1996.

[7] M. Naor, M. Yung. "Universal one-way hash functions and their cryptographic applications". Proceedings of the 21st Annual Symposium on Theory of Computing, 1989.

� Random input unlikely to have same value.


� Difficult to fabricate new input having same value.  A single bit change in the input changes about half the bits in the output.


� Timo Rinne's own cipher. Not recommended, because it is mainly experimantal and not supported.


� Pat Mallett: “Has modules that are approved for Type I, II, and above.  The founders of the small Tysons Corner company are big players in cryptography at the national level.”


� NTT &  Mitsubishi Electric


� Carlisle Adams and Stafford Tavares – Patented by Entrust but royalty-free.  RFC 2144.


� Schneier's example uses a 64 bit key. As of 6/98, PGP's CAST reportedly used a 128 bit key.


� The key is usually expressed as a 64 bit value, but it is reduced to a 56 bit value by ignoring every eighth bit, which can be used for parity checking.  From the 56 bit key, differend 48-bit subkeys are extracted for each or the 16 rounds within the DES algorithm.


� IBM


� RC5 is a fully parameterized block cipher. As well as having a variable key size, RC5 also has a variable block size and a variable number of rounds; however, all the RC5 contests posted as part of the RSA Secret-Key Challenge will use 12-round RC5 with a 32-bit word size.


�“Rhine Doll” Vincent Rijmen & Joan Daemen.


� (Secure And Fast Encryption Routine) Supposedly, Cylink has explicitly relinquished any proprietary rights


to SAFER.


� DESX "is DES with an extra 56-bit key XORed in before the DES operation.  As fast as DES and  uses DES hardware but it is significantly stronger.  May be less strong than a good 112 bit key algo, but is stronger than 56.


� According to the Solaris 2.5.1 answerbook, the crypt(1) command implements a one-rotor machine along the lines of the German Enigma, but with a 256-element rotor.  Methods of attack on such macines are widely known, thus crypt provides minimal security.  Presumably ditto for crypt(3C).


�allows either 3, 4 or 5 rounds of  hashing


� Y. Zheng, J. Pieprzyk and J. Seberry: HAVAL -- a one-way hashing algorithm with variable length of output, Advances in Cryptology -- AusCrypt'92, Lecture Notes in Computer Science, Vol. 718, pp. 83-104, Springer-Verlag, Berlin, 1993.  � HYPERLINK http://www.pscit.monash.edu.au/~yuliang/pubs ��http://www.pscit.monash.edu.au/~yuliang/pubs�/haval_tar.tar     


� At lower size hashcodes, it is about 2x faster than MD5. This means it is in the same range as CRC and becomes a more useful hash for simple backup verification.


� Ross Anderson & Eli Biham.  IKE implementations SHOULD support tiger as a hash algo option.


� “In August 1998 [sic], two French cryptographers described an attack against SHA-0.  For those who don't remember, SHA is a NIST-standard hash function.  It was invented by the NSA in 1993, and is largely inspired by MD4.  In 1995, the NSA modified the standard (the new version is called SHA-1; the old version is now called SHA-0).”


� Invented in early 1999 by Irish teenager Sarah Flannery.


� Schnier says this is really a family of algorithms where block size may be other than 8 and input and output lengths may differ.  The algo was a trade secret, but was leaked in 1994.


�Used in the Netscape Secure Socket Layer to encrypt the transaction/session.  The export version transmits 88 bits of a 128 bit key in the clear to satisfy the 40-bit key export restriction.  They call their algo RC4-40.  Reportedly used in PPTP with 40 & 56 bit keys.


� The term RC4 is used by Schnier to refer to the stream cipher algo resulting from use of this algo in output feedback mode.
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